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NONVOLATILE STORAGE DEVICE,
MEMORY CONTROLLER, AND DEFECTIVE
REGION DETECTION METHOD

TECHNICAL FIELD

The present invention relates to a nonvolatile storage
device, memory controller, and defective region detection
method for reducing non accidental read errors generated by
a defect of a nonvolatile memory, in the nonvolatile storage
device using an error correcting function for improving reli-
ability of data recorded in the nonvolatile memory.

BACKGROUND ART

A memory card mounting a nonvolatile memory expands
its market as the memory card for a digital camera and a
mobile phone. In the nonvolatile memory, however, memory
cells gradually deteriorate every time data is rewritten, and
finally, writing and reading errors will occur. Obviously, if the
deterioration of the memory cells caused by the rewriting can
be almost ignored because of sufficiently high reliability
thereof, there will be no problem even in a usage for 10 years.
It cannot be so actually, thus, by mounting an error correction
circuit such as an ECC (Error Check and Correct) circuit on a
system for controlling the nonvolatile memory, the memory
card with substantially high reliability is realized.

However, a single piece of the memory cell is difficult to
keep its reliability due to miniaturization of a size of the
memory cell by a process refinement and being multileveled
for realizing a large capacity. Since an area of memory pat-
terns increases as the capacity thereof increases and time for
a product inspection becomes long, sufficiently accurate
inspection for the device becomes difficult.

For managing the writing and reading errors in the flash
memory, Patent document 1 discloses a method for avoiding
usage of the deteriorated area by counting the number of error
occurrences in the writing and reading. Patent document 2
proposes a method for replacing an area in which the reading
errors occur in succession.

Patent document 1: Japanese Unexamined Patent Publica-
tion No. Hei 11-53266

Patent document 2: W001/022232

DISCLOSURE OF INVENTION
Problems to be Solved by the Invention

Most nonvolatile memories including a flash memory have
aperformance which continuously keeps data without apply-
ing energy such as a bias for a memory cell. This shows that
a status where the data is kept is stable. That is different from
a status of a SRAM, a volatile memory, keeping data by
applying the energy. When rewriting data in the nonvolatile
memory, the memory cell slightly deteriorates since the
energy needs to be applied for the memory cell that is in the
stable state.

An error which occurs in the nonvolatile memory such as
the flash memory because of the deterioration of the memory
cell is mainly caused by data rewriting and little by data
reading. A process at the time when the error occurs can be
adequately executed by considering this, while in nonvolatile
storage devices described in Patent document 1 and Patent
document 2, the deterioration of the nonvolatile memory
caused by the rewriting and the reading is not considered
sufficiently. An influence for the error occurrence by the data
reading is quite little compared to the rewriting. The influence
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2

by the data reading, however, cannot be ignored since not the
memory cell but the data itself gradually deteriorates when
the reading to the same data is repeated in large number. The
nonvolatile storage devices described in Patent document 1
and Patent document 2 do not sufficiently consider such pro-
gressive deterioration of data.

For example, a NAND type flash memory, a typical non-
volatile memory, is manufactured on the premise that the
error is corrected by the ECC circuit. That is because acci-
dental bit errors cannot be prevented in the nonvolatile
memory. Hence, a memory controller of a memory card using
the NAND type flash memory includes functions for gener-
ating ECC codes and for detecting and correcting the error
therein. The memory controller corrects the accidental bit
errors by using the ECC circuit and reuses a physical block
causing the error. Herewith, substantial reliability of the
memory card is improved.

Despite low frequency compared to the accidental bit error,
however, a bit error sometimes occurs in reading as the result
of a fixed defect existing in a physical block caused by the
deterioration of the memory cell and the like. In a case where
the NAND type flash memory with sufficiently high reliabil-
ity and low frequency of the bit error is used, there is no
problem in use of the flash memory even when use of a
physical block is restricted without judging whether the
occurring bit error is caused by an accident or a fixed defect
like a conventional memory controller. However, the bit error
occurs more frequently than in the conventional flash
memory due to refining of a process of the flash memory and
multi-leveling. As a result, it is required to tolerate the exist-
ence of the bit error on the premise of error correction, and to
continue to use the flash memory through the error correction
even if the bit error occurs. When the bit error arises from the
fixed defect of the memory cell, however, a physical block
with the fixed defect causes a reading error frequently.

For example, there is a case where a still image taken by a
digital camera cannot be displayed due to a data error caused
by a fixed defect in a physical block of a memory card. In such
a case, if'a user deletes the data of the still image on a system
of'the digital camera, the data error occurs again due to reuse
of the same physical block for subsequently taken still
images. As a result, the still image cannot be displayed fre-
quently.

Ifnot the fixed defect, data sometimes deteriorates because
bit errors gradually increase when reading for the same data is
repeated in extraordinary number of times. Even in this case,
when the NAND type flash memory with sufficiently high
reliability and low frequency of the bit errors is used, use of
the physical block may be restricted based on an occurrence
of' the bit error like a conventional memory controller. When
it is assumed to execute the error correction as a premise, that
is, when it is required to tolerate the existence of the bit error,
continuous use of the flash memory through the error correc-
tion is required even if the bit error occurs. For this reason, the
number of error bits caused by the deterioration of data
exceeds an error correction ability and it results in occurrence
ofuncorrectable reading errors. As a result, development of a
memory card for reducing reading errors is addressed.

The present invention adequately detects a physical block
which is assumed to have a fixed defect or assumed to have
accumulated bit defects produced by reading which exceed
the error correction ability. Furthermore, the present inven-
tion intends to provide a highly reliable nonvolatile storage
device by restricting or by avoiding writing and reading for
the physical block.

Means to Solve the Problems

To solve the problems, a nonvolatile storage device accord-
ing to the present invention comprises: a nonvolatile memory;
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and a memory controller, wherein said nonvolatile memory
includes a plurality of physical blocks of erasing units and
said physical block includes a plurality of physical pages of
writing units, wherein said memory controller includes: a
calculation processing unit for controlling the whole of the
inside of said memory controller; an error correction circuit
including a function for detecting an error of data read from
said nonvolatile memory and a function for correcting the
error when the error is correctable; and an address table
retaining a necessary table for managing data stored in said
nonvolatile memory, wherein the address table in said
memory controller includes: an error table having a plurality
of error records regarding reading errors detected in a physi-
cal block by said error correction circuit; an entry table having
information regarding whether data is already written and
erased for respective physical blocks of said nonvolatile
memory; and a logical-physical conversion table showing
conversion information between logical block addresses
specified from outside by a host device and physical block
addresses of said nonvolatile memory, and wherein said cal-
culation processing unit registers and updates the error record
in said error table based on error detection by said error
correction circuit, and judges whether or not using a physical
block in which said reading error is detected.

The address table of said memory controller may further
include a bad block table for recording information regarding
addresses of the physical blocks which are prevented from
writing and reading data, the error record of said error table
may include: error block information for recording informa-
tion showing addresses of physical blocks in which an error
occurred when said error correction circuit detects the error of
data read from said nonvolatile memory; error information
for recording information showing occurrence of said error;
error block erase information for recording information
showing that data of said physical block is erased and new
data is written after said error occurred; and error recurrence
information showing that an error is detected in the same
physical block again after the information was recorded into
said error block erase information, and said calculation pro-
cessing unit refers to said error table when writing data into
said nonvolatile memory, and, when the error record record-
ing at least said error block information and said error recur-
rence information about a physical block to which data is
written exists, may record information regarding an address
of a physical block to which said data is written.

The error record of said error table further may include:
error page information recording an address of said physical
page in which said error correction circuit detected a reading
error.

Said calculation processing unit may record information
into the error record of said error table and update the infor-
mation only when error correction by said error correction
circuit of reading error detected by said error correction cir-
cuit is impossible.

Said calculation processing unit may record information
into the error record of said error table and update the infor-
mation only when error correction by said error correction
circuit of reading error detected by said error correction cir-
cuit is impossible.

The address table of said memory controller may further
include a bad block table for recording information regarding
addresses of the physical blocks which are prevented from
writing and reading data, the error record of said error table
may include: error block information for recording informa-
tion showing addresses of the physical blocks in which an
error occurred when said error correction circuit detects the
error of data read from said nonvolatile memory; error
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counter information which is information showing the occur-
rence number of reading errors; error block erase counter
information showing the number of physical erasing to the
physical block in which said reading error occurred, and said
calculation processing unit refers to said error table when
writing data into said nonvolatile memory, compares said
error counter information to said error block erase informa-
tion when the error record recording said error block infor-
mation about a physical block to which data is written exists,
and may record information regarding an address of a physi-
cal block to which said data is written when said error block
erase information shows a predetermined number and said
error counter information is a value larger than that of said
error block erase information.

The error record of said error table may further include
error page information recording an address of said physical
page in which said error correction circuit detected a reading
error.

Said calculation processing unit may register the error
record of said error table and update the error record regard-
less of possibility of correction by said error correction circuit
when said error correction circuit detects an reading error.

Said calculation processing unit may register the error
record of said error table and update the error record regard-
less of possibility of correction by said error correction circuit
when said error correction circuit detects an reading error.

The error record of said error table may include: error block
information recording an address of a physical block in which
said error correction circuit detected a reading error; error
page information recording an address of a physical page in
which said error correction circuit detected said reading error;
and an error bit counter for recording information showing
the bit number of said reading error, and said calculation
processing unit may read data of a physical block correspond-
ing to the error record of said error table in which information
of'said error bit counter is in said correction threshold value or
more, with using a predetermined correction threshold value
which is a value equal to or less than the number of error bits
correctable by said error correction circuit, directs said error
correction circuit to correct error of read data, and write the
corrected data into another physical block.

Said calculation processing unit may read data of a physi-
cal block corresponding to the error record of said error table
in which information of said error bit counter is in said cor-
rection threshold value or more, with using a predetermined
correction threshold value which is a value equal to or less
than the number of error bits correctable by said error correc-
tion circuit, direct said error correction circuit to correct error
of'read data, and write the corrected data into another physical
block when data reading processing is not implemented to
said nonvolatile memory from outside.

The error record of said error table may include: error block
information recording information showing an address of a
physical block in which said error correction circuit detected
areading error; error page information recording information
showing an address of a physical page in which said error
correction circuit detected said reading error; and an error
occurrence information for recording information showing
that a reading error occurred, the number thereof is a prede-
termined correction threshold value equal to or less than the
number of error bits correctable by said error correction cir-
cuit, and said calculation processing unit may read data of a
physical block corresponding to the error record of said error
table in which said error occurrence information is recorded,
direct said error correction circuit to correct error of read data,
and write the corrected data into another physical block.
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Said calculation processing unit may read data of a physi-
cal block corresponding to the error record of said error table
in which said error occurrence information is recorded, direct
said error correction circuit to correct error of read data, and
write the corrected data into another physical block when
processing for reading data of said nonvolatile memory is not
implemented.

To solve the problems, a memory controller according to
present invention for controlling data reading and writing for
anonvolatile memory including a plurality of physical blocks
of erasing units, wherein said physical block includes a plu-
rality of physical pages of writing units, comprises: a calcu-
lation processing unit for controlling the whole of the inside
of'said memory controller; an error correction circuit includ-
ing a function for detecting an error of data read from said
nonvolatile memory and a function for correcting the error
when the error is correctable; and an address table retaining a
necessary table for managing data stored in said nonvolatile
memory, wherein the address table in said memory controller
includes: an error table having a plurality of error records
regarding reading errors detected in a physical block by said
error correction circuit; a logical-physical conversion table
showing conversion information between logical block
addresses specified from outside by a host device and physi-
cal block addresses of said nonvolatile memory, and wherein
said calculation processing unit registers and updates the
error record in said error table based on error detection by said
error correction circuit, and determines whether or not using
a physical block in which said reading error is detected.

Said address table may further include a bad block table for
recording information regarding addresses of the physical
blocks which are prevented from writing and reading data, the
error record of said error table may include: error block infor-
mation for recording information showing addresses of
physical blocks in which an error occurred when said error
correction circuit detects the error of data read from said
nonvolatile memory; error information for recording infor-
mation showing occurrence of said error; error block erase
information for recording information showing that data of
said physical block is erased and new data is written after said
error occurred; and error recurrence information showing that
an error is detected in the same physical block again after the
information was recorded into said error block erase infor-
mation, and said calculation processing unit refers to said
error table when writing data into said nonvolatile memory,
and, when the error record recording at least said error block
information and said error recurrence information about a
physical block to which data is written exists, may record
information regarding an address of a physical block to which
said data is written.

The error record of said error table may further include:
error page information recording an address of said physical
page in which said error correction circuit detected a reading
error.

Said calculation processing unit may record information
into the error record of said error table and update the infor-
mation only when error correction by said error correction
circuit of reading error detected by said error correction cir-
cuit is impossible.

Said calculation processing unit may record information
into the error record of said error table and update the infor-
mation only when error correction by said error correction
circuit of reading error detected by said error correction cir-
cuit is impossible.

Said address table further includes a bad block table for
recording information regarding addresses of the physical
blocks which are prevented from writing and reading data, the

20

30

40

45

50

55

6

error record of said error table may include: error block infor-
mation for recording information showing addresses of the
physical blocks in which an error occurred when said error
correction circuit detects an error of data read from said
nonvolatile memory; error counter information which is
information showing the occurrence number of reading
errors; error block erase counter information showing the
number of physical erasing to the physical block in which said
reading error occurred, and said calculation processing unit
refers to said error table when writing data into said nonvola-
tile memory, compares said error counter information to said
error block erase information when the error record recording
said error block information about a physical block to which
data is written exists, and may record information regarding
an address of a physical block to which said data is written
when said error block erase information shows a predeter-
mined number and said error counter information is a value
larger than that of said error block erase information.

The error record of said error table may further include
error page information recording an address of said physical
page in which said error correction circuit detected a reading
error.

Said calculation processing unit may register the error
record of said error table and update the error record regard-
less of possibility of correction by said error correction circuit
when said error correction circuit detects an reading error.

Said calculation processing unit may register the error
record of said error table and update the error record regard-
less of possibility of correction by said error correction circuit
when said error correction circuit detects an reading error.

The error record of said error table may include: error block
information recording an address of a physical block in which
said error correction circuit detected a reading error; error
page information recording an address of a physical page in
which said error correction circuit detected said reading error;
and an error bit counter for recording information showing
the bit number of said reading error, and said calculation
processing unit may read data of a physical block correspond-
ing to the error record of said error table in which information
of'said error bit counter is in said correction threshold value or
more, with using a predetermined correction threshold value
which is a value equal to or less than the number of error bits
correctable by said error correction circuit, direct said error
correction circuit to correct error of read data, and write the
corrected data into another physical block.

Said calculation processing unit may reads data of a physi-
cal block corresponding to the error record of said error table
in which information of said error bit counter is in said cor-
rection threshold value or more, with using a correction
threshold value which is a value equal to or less than the
number of error bits correctable by said error correction cir-
cuit predetermined, direct said error correction circuit to cor-
rect error of read data, and write the corrected data into
another physical block when data reading processing is not
implemented to said nonvolatile memory from outside.

The error record of said error table may include: error block
information recording information showing an address of a
physical block in which said error correction circuit detected
areading error; error page information recording information
showing an address of a physical page in which said error
correction circuit detected said reading error; and an error
occurrence information for recording information showing
that a reading error occurred, the number thereof is a prede-
termined correction threshold value equal to or less than the
number of error bits correctable by said error correction cir-
cuit, and said calculation processing unit may read data of a
physical block corresponding to the error record of said error
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table in which said error occurrence information is recorded,
direct said error correction circuit to correct error of read data,
and write the corrected data into another physical block.

Said calculation processing unit may read data of a physi-
cal block corresponding to the error record of said error table
in which said error occurrence information is recorded, direct
said error correction circuit to correct error of read data, and
write the corrected data into another physical block when
processing for reading data of said nonvolatile memory is not
implemented.

To solve the problems, a defective region detection method
according to the present invention in a nonvolatile storage
device including: a nonvolatile memory including a plurality
of physical blocks of erasing units, wherein said physical
block includes a plurality of physical pages of writing units;
an error correction circuit including a function for detecting
an error of data read from said nonvolatile memory and a
function for correcting the error when the error is correctable;
and a memory controller including an error table having a
plurality of error records which is information regarding said
reading error about a physical block in which a reading error
is detected, comprises steps of: determining a physical
address based on a logical address specified from the outside
when data is read; reading data from a physical block corre-
sponding to said physical address; outputting, when a correct-
able error exists in the read data, said error after correcting the
error; and registering said physical address to said error table.

The defective region detection method according to the
present invention may comprise steps of: registering, when
data of a physical block whose physical address is registered
in said error table is rewritten, information showing that said
data was rewritten to said error table; outputting, when a
correctable data exists in data read from the physical block in
which said data is rewritten, the error to the outside after
correcting the error, and registering error recurrence informa-
tion to said error table, which shows that an error occurred
after rewriting said data; and preventing the physical block for
which said error recurrence information is registered in said
error table from writing and reading data.

The defective region detection method according to the
present invention may comprise steps of: registering, when
data of a physical block whose physical address is registered
in said error table is rewritten, error block erase counter
showing the rewriting number of said data to said error table;
outputting, when a correctable data exists in data read from
the physical block in which said data is rewritten, the error to
the outside after correcting the error, and registering error
recurrence information to said error table, which shows that
an error occurred after rewriting said data; and preventing the
physical block for which said error counter is registered from
writing and reading data when said error counter indicates a
predetermined value or more.

To solve the problems, a defective region detection method
according to the present invention in a nonvolatile storage
device including: a nonvolatile memory including a plurality
of physical blocks of erasing units, wherein said physical
block includes a plurality of physical pages of writing units;
an error correction circuit including a function for detecting
an error of data read from said nonvolatile memory and a
function for correcting the error when the error is correctable;
and a memory controller including an error table having a
plurality of error records which is information regarding said
reading error about a physical block in which a reading error
is detected, comprises: a specifying step for determining a
physical address based on a logical address specified by the
outside and specifying a physical block from which data is
read; a data reading step for reading data from said physical
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block; a data outputting step for outputting, when a correct-
able data exists in the read, said error to the outside after
correcting the error; and an error number registering step for
registering a physical address an physical address of the
physical block in which said correctable error occurred and
information regarding the error number to said error table.

The defective region detection method according to the
present invention comprises: a copying step for copying data
written in said physical block into another physical block
when information regarding the error number registered in
said error table indicates a predetermined value or more.

The defective region detection method according to the
present invention may implement said copying step between
said data reading step and said data outputting step.

The defective region detection method according to claim
31 which implements said copying step when data writing
and reading are not implemented to said nonvolatile storage
device from the outside.

The defective region detection method according to the
present invention may implement said copying step immedi-
ately after electric power is supplied for said nonvolatile
storage device.

Effectiveness of the Invention

According to the present invention, by appropriately sup-
posing a physical block assumed to have high possibility of
error occurrence, writing and reading for the physical block
can be restricted or avoided and a highly reliable nonvolatile
storage device can be provided.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a block diagram showing a configuration of a
nonvolatile storage device in a first embodiment.

FIG. 2 is a block diagram showing an internal configura-
tion of a flash memory.

FIG. 3 is a block diagram showing an internal configura-
tion of a physical block 201.

FIG. 4 is a view showing a configuration of a BB table 112.

FIG. 5 is a view showing a configuration of an ECC error
table 111.

FIG. 6 is a view showing an ECC error record and change
of information stored in the ECC error record in the first
embodiment.

FIG. 7 is a flowchart of reading in the first embodiment.

FIG. 8 is a flowchart of registration of the ECC error table
in the first embodiment.

FIG. 9 is a flowchart of updating of the ECC error table in
physical erasing in the first embodiment.

FIG. 10 is a view showing an ECC error record in a second
embodiment.

FIG. 11 is a flowchart of registration of an ECC error table
in the second embodiment.

FIG. 12 is a view showing an ECC error record and change
of information stored in the ECC error record in a third
embodiment.

FIG. 13 is a flowchart of registration of the ECC error table
in the third embodiment.

FIG. 14 is a flowchart of updating of the ECC error table in
physical erasing in the third embodiment.

FIG. 15 is a flowchart of reading in a fourth embodiment.

FIG. 16 is a view showing an occurrence status of progress-
ing errors.

FIG. 17 is a block diagram showing a configuration of a
nonvolatile storage device in a fifth embodiment.
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FIG. 18 is a block diagram showing an internal configura-
tion of a flash memory.

FIG. 19 is a block diagram showing an internal configura-
tion of a physical block 201.

FIG. 20 is a view showing a configuration of the ECC error
table 111.

FIG. 21 is a view showing an ECC error record in the fifth
embodiment.

FIG. 22 is a flowchart of reading in the fifth embodiment.

FIG. 23 is a flowchart of registration of the ECC error table
in the fifth embodiment.

FIG. 24 is a flowchart of a data correcting-copying process
in the fifth embodiment.

FIG. 25 is a flowchart of reading in a sixth embodiment.

FIG. 26 is a flowchart of a data correcting-copying process
in the sixth embodiment.

EXPLANATION OF REFERENCE NUMERALS

101 Memory card

102 Memory controller

103 Flash memory

104 Host interface

105 MPU

106 Address table

107 Flash interface

108 Buffer memory

109 ECC circuit

110 Logical-physical conversion table
111 ECC error table

112 BB table

113 Entry table

501 ECC error record

601 Error block

602 Error occurrence information
603 Error block erase information
604 Error recurrence information
701 Memory card

702 Memory controller

703 Flash memory

704 Host interface

705 MPU

706 Address table

707 Flash interface

708 Buffer memory

709 ECC circuit

710 Logical-physical conversion table
711 ECC error table

712 Entry table

801 ECC error record

1001 Error page

1201 Error block

1202 Error counter

1203 Error block erase counter
1601 Error bit counter

BEST MODE FOR CARRYING OUT THE
INVENTION

First Embodiment

FIG. 1 is a block diagram showing a configuration of a
nonvolatile storage device in a first embodiment. A memory
card 101 includes a memory controller 102 and a flash
memory 103 of a nonvolatile memory.

FIG. 2 is a block diagram showing an internal configura-
tion of the flash memory 103. The flash memory having a size
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of 1 Gbits will be explained here. An inside of the flash
memory 103 is composed of 1024 physical blocks of PB0 to
PB1023. The physical block is a minimum unit for data eras-
ing in the flash memory 103. A size of a physical block is 128
kB+4 kB, and the size has not a value of the power of 2 but a
slightly larger size than the power of 2. The expression of 128
kB+4 kB, not 132 kB, means that a data size which can be
written into one physical block is 128 kB and, in addition to
this, management data such as an ECC code and a logical
address of the physical block is further written into the area of
4kB.

FIG. 3 is a block diagram showing an internal configura-
tion of a physical block. Respective physical blocks in the
flash memory 103 have 64 physical pages of PP0 to PP63. The
physical page is a minimum unit of data writing in the flash
memory 103. A size of a physical page is 2 kB+64 B. Similar
to the above described physical block, this expression means
that a data size which can be written into one physical page is
2 kB and management data including the ECC code is written
into the remaining area of 64 B.

The memory controller 102 includes a host interface 104,
an address table 106, a flash interface 107, a buffer memory
108, an ECC circuit 109, and an MPU (compact calculation
processing unit) 105. The host interface 104 controls an inter-
face with a host device connected to an outside of the memory
card 101.

The address table 106 is a table for retaining management
information of data stored in the flash memory 103, and
includes a logical-physical conversion table 110, an ECC
errortable 111, an entry table 113, and a BB (Bad Block) table
112. These tables are stored in a volatile memory.

The logical-physical conversion table 110 is a table show-
ing a correspondence relation of addresses of logical blocks,
that is, logical addresses specified by the outside of the
memory card 101 with addresses of physical blocks, that is,
physical addresses inside the flash memory 103. The logical-
physical conversion table 110 is used for obtaining the physi-
cal address corresponding to the logical block based on the
logical address.

The ECC error table 111 retains a physical address of a
physical block causing a reading error, a history of physical
erasing of data, and an occurrence history of a reading error
after the physical erasing and is used for detection of a physi-
cal block with a fixed defect.

The entry table 113 is a table for retaining information for
respective physical blocks in the flash memory 103 showing
whether data is already written or data is already erased, by 1
bit. A physical block in which data writing is completed is
indicated by a bit “0”, and a physical block in which data
erasing is completed is indicated by a bit “1” for example.

FIG. 4 shows a configuration of the BB table 112. The BB
table 112 includes the same number of BB records i (i=0 to
1023) as the number of physical blocks in the flash memory
103. The BB records i correspond to respective physical
blocks one by one, and retain addresses of corresponding
physical blocks. Furthermore, the BB records i retain infor-
mation showing whether the corresponding physical blocks
are bad blocks or not by 1 bit. A physical block which is the
bad block is indicated by a bit “0”, and a physical block which
is not the bad block is indicated by a bit “1” in the BB record
i. The BB table 112 may not retain BB records i for all the
physical blocks. The BB records i may be retained only for
bad blocks.

The flash interface 107 writes data of the buffer memory
108 into the flash memory 103 under the control of the MPU
105 described below, writes data of the flash memory 103 into
the buffer memory 108, and erases data of the flash memory
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103. The buffer memory 108 is a volatile memory for tempo-
rarily retaining data when the data is written or read between
the external host device and the flash memory 103.

The ECC circuit 109 generates ECC codes added to writing
data transferred from the buffer memory 108 to the flash
memory 103. The ECC circuit 109 is an error correction
circuit for executing an ECC calculation for data read from
the flash memory 103 to the buffer memory 108 to detect an
error, and for correcting data in the buffer memory 108 when
the error is correctable.

The MPU 105 is a microcomputer for controlling the
whole of the memory controller 102. The MPU 105 directly
controls the host interface 104, the ECC circuit 109, the flash
interface 107, and the address table 106 when writing and
reading data with the host device. When error occurs in read
data, the MPU 105 refers to information of the ECC error
table 111 in the address table 106 and updates the ECC error
table 111 if necessary. As a result, if the MPU 105 prohibits a
physical block from being used, the MPU 105 records infor-
mation of the physical block into the BB record i of the BB
table 112 to update the BB table 112. Furthermore, the MPU
105 updates the entry table in accordance with contents of the
updated BB table.

FIG. 5 is a view showing a configuration of the ECC error
table 111. The ECC error table 111 is composed of 16 ECC
records #i, from #0 to #F which are shown in hexadecimal
number. FIG. 6 is a view showing fields of the ECC error
record #i and change of information stored in the ECC error
record #i. Respective ECC error records #i include an error
block 601, error occurrence information 602, error block
erase information 603, and error recurrence information 604.
The error block 601 stores a physical address of a physical
block 201 causing a reading error. The error occurrence infor-
mation 602 is information showing that a first reading error
occurred. The error block erase information 603 is informa-
tion showing that physical erasing is executed to the physical
block 201 after the first reading error occurred. The error
recurrence information 604 is information showing that the
reading error recurred in the same physical block even when
the physical erasing was executed after the first reading error
occurred.

FIG. 7 is a flowchart of data reading of the nonvolatile
storage device in the present embodiment. When an external
host device reads data from the memory card 101, the external
host device sends a reading command and a starting address
to the memory card 101. After receiving the command and the
starting address, the host interface 104 notifies the MPU 105
of'thereceiving. The flowchart in FIG. 7 shows a process after
receiving this notification.

The MPU 105 obtains, using the starting address, a physi-
cal block address from the logical-physical conversion table
110 by referring to a higher-order part of the address corre-
sponding to the units of 128 kB as a logical block address. A
lower-order part of the address corresponding to the units of
128 kB or less is used as the logical page address that is used
for the logical page as is. Next, the MPU 105 indicates an
address of a physical block and an address of physical page to
be read for the flash memory interface 107, and reads data
from the flash memory 103 (S701).

The ECC circuit 109 judges whether a reading error
occurred or not for the data read at S701 (S702). When a
reading error is not detected, the MPU 105 indicates the host
interface 104 to output the data to the external host device
(S8705). As far as the reading continues subsequently (S706),
the reading processing of data continues by returning to S701
with increasing the address in units of the reading.
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When a reading error is detected at S702, the ECC circuit
109 judges whether the reading error is correctable or not
(S703). If correctable, the ECC circuit 109 corrects the read-
ing error (S704). Progressing to S705 after correcting the
reading error, the read data is outputted. If uncorrectable, the
ECC circuit 109 registers the ECC error table (S707) and
finishes the reading process after the registration.

Using a flowchart in FIG. 8, the registration processing of
the ECC error table (S707) will be explained. When the
reading error is uncorrectable, the MPU 105 searches a reg-
istration status of the ECC error table 111 (S801). Concretely,
the MPU 105 checks whether or not the physical address of
the physical block causing a reading error corresponds to a
value of the error block 601 in any one of the ECC error
records #i.

When there is no corresponding ECC error record #i in the
searching at S801, the MPU 105 Judges that no registration
exists (S802). Subsequently, the MPU 105 registers new
records to the error block 601 and the error occurrence infor-
mation 602 (S803). FIG. 6(b) shows a status after the new
registration. In the error block 601, an address of a physical
block causing a reading error is written as a valid value. In the
error occurrence information 602, information “1” indicating
occurrence of a reading error is written, and, in the error block
erasing information 603 and the error recurrence information
604, information “0” is written.

When a registration is there at S802, the MPU 105 judges
whether or not the reading error occurred after physical eras-
ing (S804). When the error block erasing information 603 of
the ECC error record #i registered in the error block 601 is
“0”, the registration process is completed without updating
the ECC error record #i and registering the ECC error table
111 because the reading error did not occur after physical
erasing. Even if the number of occurrences of a reading error
is counted after an occurred reading error and the information
“1” was registered in the error occurrence information 602, it
cannot be judged whether the occurring reading error is
caused by accident or by a fixed defect as far as the same data
in the same block is read. Accordingly, the registration pro-
cessing is completed without updating the ECC error record
.

When the error record #i is in a status shown in FIG. 6(c) at
S804, it turned out that the reading error occurred after physi-
cal erasing since the error block erasing information 603
indicates the information “1”. In this case, as shown in FIG.
6(d), the registration is completed after the error recurrence
information 604 is rewritten to the information “1” (S805).
That is to say, the reading error which requires updating
contents of the error recurrence information 604 is a reading
error which further occurs in data newly written after physical
erasing for a physical block causing a reading error once.

FIG. 9 is a flowchart of updating the ECC error table and of
registration of a bad block in physical erasing executed in
advance of data writing. When the external host device writes
data into the memory card 101, the external host device sends
a writing command and a writing starting address to the
memory card 101. When receiving this command and the
starting address, the MPU 105 searches the registration status
of'the ECC error table 111 (S901). Concretely, the MPU 105
checks whether an address of a physical block to be written is
conformable to a value of the error block in the ECC error
record.

Inthe searching at S901, when there is no ECC error record
#i corresponding to the physical block to be written, the MPU
105 judges that no registration exists (§902) and the registra-
tion process is completed without registering of the ECC error
table 111. To the contrary, when there is a corresponding ECC
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error record #i, the MPU 105 judges that a registration exists
(S8902). When only the error occurrence information 602 is
“1” and the error block erase information 603 and the error
recurrence information 604 are “0”, there is a record only in
the error occurrence information 602. The MPU 105 judges
that the erasing is a first physical erasing after a reading error
occurred (S903). In that case, the MPU 105 completes the
updating of the ECC error table 111 by registering the infor-
mation “1” in the error block erase information 603 (S907).

When the error occurrence information 602 and the error
block erase information 603 indicate “1” and the error recur-
rence information 604 indicates “0”, record is up to the error
block erase information 603 (S904). According to this, it can
be found that error did not occur in writing after physical
erasing even though an error occurred once. That is to say, it
is determined that the firstly occurring error is an accidental
error. In this case, the updating of the ECC error table 111 is
completed after deleting the registration of the ECC error
record #i (S906). The deleting of the registration is realized by
setting the value of the error block 601 of the ECC error
record #i in FIG. 6(a) to be an invalid value.

As in FIG. 6(d), when all the information of not only the
error occurrence information 602 and the error block erasing
information 603 but also the error recurrence information 604
are “1”, it turned out that a reading error previously occurred
and a reading error further occurred in data written after
physically erasing the physical block. In this case, the MPU
105 judges that a fixed defect causes the reading error, and
registers the physical block causing the error as a bad block
(S905). Subsequently, theupdating of the ECCerrortable 111
is completed after deleting the registration of the ECC error
record #i of the physical block (S906).

Thebad block registration at S905 is realized by registering
a bit “0” to the BB record i corresponding to an address of a
corresponding physical block in the BB table 112 as
explained above. Although the registration of a bad block is
completed when the BB record i is registered, use of the bad
block cannot be restricted only by this registration. The MPU
105 registers a bit “0” to the entry table 113 as to the physical
block registered to the BB record i as a bit “0”. When regis-
tering the bit “0” to the entry table 113, the MPU 105 can
restrict the use of a bad block since the bad block is treated as
a write completion block. The use of a bad block can be
restricted by registering a bit “0” to the entry table for a
physical block registered to the BB record i as a bad block.

The present embodiment is characterized by executing
steps of: registering and updating the ECC error table only
when an occurring reading error is uncorrectable; sorting
ECC error records in the ECC error table in units of physical
blocks; and registering a bad block when two errors occurred
continuously in the same physical block after physical eras-
ing between the errors. In the present embodiment, the ECC
error table retains information for judging whether the occur-
ring error is caused by an accident or by a fixed defect. When
a reading error does not occur in data newly written after
physical erasing of data of the physical block after a reading
error occurred, the first error turned out to be accidental. After
a first reading error, if a reading error occurs even in data
newly written after physical erasing of data in the physical
block, it can be judged that the reading error occurs due to a
fixed defect. The present embodiment is able to adequately
judge whether an error is caused by an accident or a fixed
defect as described above. Since a physical block with a fixed
defect is not used based on the judgment, the present embodi-
ment has an effect of reducing a reading error.

Second Embodiment

FIG. 1 shows a configuration of the nonvolatile memory
device according to the present embodiment. The memory
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card 101 includes the memory controller 102 and the flash
memory 103 that is a nonvolatile memory. Respective com-
ponents included in the memory controller 102 are the same
as those explained in the first embodiment.

FIG. 2 is a view showing an internal configuration of the
flash memory 103, the inside of the flash memory 103
includes 1024 physical blocks of PB 0 to PB 1023. FIG. 3 is
a block diagram showing a configuration of the inside of a
physical block, and respective blocks have 64 physical pages
of PP0 to PP63. These are the same as those explained in the
first embodiment.

The ECC error table 111 shown in FIG. 5 includes a plu-
rality of the ECC error records #i, and is the same as that
explained in the first embodiment.

FIG. 10 shows configuration of the ECC error records #i in
the present embodiment. In FIG. 10, an error page 1001 is
included in addition to the error block 601, the error occur-
rence information 602, the error block erase information 603,
and the error recurrence information 604 which are shown in
FIG. 6 of the first embodiment. Since this error page 1001 has
addresses of physical pages in which a reading error was
detected, the ECC error records #i can be configured in units
of physical pages.

Data reading in the nonvolatile storage device of the
present embodiment is executed according to the flowchart
shown in FIG. 7, and processing in each step except S707 is
the same as that in the first embodiment. Using FIG. 11,
registration of the ECC error table in S707 executed when
error correction is impossible in S703 will be explained here.
Atfirst, the MPU 105 searches a registration status of the ECC
error table 111 and searches an ECC error record #i which
retains an address of a physical block causing a reading error
in the error block 601 and which retains an address of a
physical page in the error page 1001 (S1101).

When there is no corresponding ECC error record #i in the
searching in S1101, the MPU 105 judges that the ECC error
record #i was not registered (S1102), and newly registers
information of error occurrence to an ECC error record #i
(S1103). This registration is completed by writing an address
of a physical block having a page causing an error into the
error block 601, information “1” indicating occurrence of the
reading error into the error occurrence information 602, and a
physical page address of a page causing an error into the error
page 1001. Information “0” showing an initial value is regis-
tered into the error block erase information 603 and the error
recurrence information 604 which are unnecessary in this
registration.

When the MPU 105 judges that the registration exists in
S1102, the MPU 105 judges whether or not the reading error
occurred after physical erasing (S1104). If the error block
erase information 603 of the registered ECC error record #i is
“0”, the MPU 105 judges that the physical erasing has not
been executed yet and the reading error is not an error occur-
ring after physical erasing, and finishes the processing with-
out updating the ECC error record #i. This judgment is based
on that the MPU cannot judge, as far as same data in same
physical page data is read, whether the error is caused by
accident or by a fixed defect even if the reading error occurs
repeatedly.

FIG. 9 is a flowchart showing the ECC error table update
and the bad block registration in physical erasing, processing
in S901 will be explained since the processing is different
from that of the first embodiment. When the searching in
S901 is executed based on a physical block address that is a
unit of the physical erasing, there is sometimes a case where
several ECC error records #i of different physical page
addresses in a physical block address are detected. That is to
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say, a plurality of the ECC error records #i having same value
in the error block 601 and different values in the error page
1001 are detected (S901). Since a plurality of detected ECC
error records #i are processing targets in next step in the order
of detection in S901, processings after S902 are the same as
those of the first embodiment.

The method of the bad block registration and the method
for preventing use of bad block based on registration to the
entry table are the same as those of the first embodiment.

The present embodiment is characterized by including the
error page 1001 in the configuration of the ECC error record
#1 and newly registering the ECC error record #i for every
address of a physical page. Even when errors continuously
occur in same physical block, it can be identified whether the
error occurred in different physical page or in same physical
page, and it can be judged with high accuracy whether the
error was caused by an accident or a fixed defect.

Inthe present embodiment, although a physical page which
is a minimum unit for writing is a unit of page for reading, an
error management with higher accuracy than an error man-
agement in physical block unit can be realized even when
employing a unit for reading of the system configuration or a
unit for adding an ECC code. The registration and update of
the ECC error table may be executed regardless of possibility
of correction for reading error.

Third Embodiment

FIG. 1 shows a configuration of a nonvolatile memory
device according to the present embodiment. The memory
card 101 includes the memory controller 102 and the flash
memory 103 that is a nonvolatile memory. Respective com-
ponents included in the memory controller 102 are the same
as those explained in the first embodiment.

FIG. 2 is a block diagram showing an internal configura-
tion of the flash memory 103, inside of the flash memory 103
includes 1024 physical blocks of PB 0 to PB 1023. FIG. 3 is
a block diagram showing a configuration of inside of a physi-
cal block, and respective physical blocks have 64 physical
pages of PP0 to PP63. These are the same as those explained
in the first embodiment.

The ECC error table 111 shown in FIG. 5 includes a plu-
rality of the ECC error record #i, and is the same as that
explained in the first embodiment.

FIG. 12 shows a configuration of the ECC error records #i
in the present embodiment. FIG. 12 shows fields in the ECC
error record #i and changes of information stored in the ECC
error record #i. An error block 1201 stores a physical address
of a physical block causing an error. An error counter 1202
stores the number of occurrences of reading errors. When a
reading error further occurs in data newly written after physi-
cal erasing of the physical block, the number of error occur-
rences in the error counter 1202 is increased by 1 step. The
error block erase counter 1203 indicates the number of physi-
cal erasing of a physical block causing an error.

Data reading in the nonvolatile storage device in the
present embodiment is executed according to the flowchart
shown in FIG. 7, and processing in each step except S707 is
the same as that in the first embodiment. Registration of the
ECC error table in S707 executed when error correction is
impossible in S703 will be explained here.

FIG. 13 shows registration processing of the ECC error
table. At first, the MPU 105 searches a registration status of
the ECC error table 111 (S1301). Concretely, the search is for
searching an ECC error record #i retaining an address of a
physical block causing an error in the error block 601.
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When there is no ECC error record #i in the searching at
S1301, the MPU 105 judges that no registration exists
(S1302), and newly registers the ECC error record #i (S1303).
FIG. 12 (b) shows a status after the new registration. An
address of the physical block causing a reading error is writ-
ten into the error block 1201 as a valid value. The value “1”
indicating that a reading error occurred once is written into
the error counter 1202. The value “0” indicating that the
number of physical erasing after error occurrence is 0 is
written into the error block erase counter 1203.

When the MPU 105 judges at S1302 that the registration
exists, the MPU 105 refers to the registered ECC error record
# and judges whether it is the first error which occurred after
physical erasing or not (S1304). Concretely, the error counter
1202 and the error block erase counter 1203 of the ECC error
record #i detected at S1301 are compared to each other. When
the error counter has a larger value than that of the error block
erase counter 1203, the MPU 105 judges that last update of
the ECC error record #i is increment of the error counter 1202
due to occurrence of reading error. The registration of the
ECC error table 111 is completed without updating the ECC
error record #i since physical erasing is not executed after a
reading error. After registering or updating the error counter
1202 once, even if the reading error occurs many times, it
cannot be judged whether the error is caused by accident or
the fixed defect as far as the physical block 201 is not physi-
cally erased. Thus, the error counter 1202 is not further incre-
mented when a value of the error counter 1202 is larger than
that of the error counter 1203.

When the values of the error counter 1202 and error block
erase counter 1203 are same, it is determined that last update
of the ECC error record #i is increment of the error block
erase counter 1203 due to physical erasing. The MPU 105
judges that reading error has occurred after physical erasing
and transfers a step of the processing to S1305 since the
physical erasing was executed after error occurrence. As the
changes from (c¢) to (d) and from (e) to (f) in FIG. 12, the MPU
finishes updating of the table after rewriting information of
the error counter 1202 with increasing by 1. The reading error
which requires updating contents of the ECC error record #i
is a reading error further occurring in newly written data after
physically erasing a physical block which caused an error
once.

FIG. 14 is a flowchart of updating of the ECC error table in
physical erasing before data writing. The MPU 105 searches
registration status of the ECC error table 111 at first (S1401).
Concretely, the search is for searching an ECC error record
having an address of a physical block, an object for physical
erasing, of the flash memory 103 in the error block 1201.

When there is no ECC error table #i corresponding to the
physical address in the searching at S1401, the MPU 105
judges that no registration exists (S1402) and finishes the
processing without updating the ECC error table 111. When
there is a corresponding ECC error table #i in the searching at
S1401, the MPU 105 judges that the registration exists
(S1402).

The MPU 105 judges whether or not error occurred after
physical erasing with referring to the ECC error record #i
(S1403). Concretely, when the error counter 1202 and the
error block erase counter 1203 are compared with each other
and both of them indicate same value, the MPU 105 judges
that the last update of the ECC error record #i is increment of
the error block erase counter 1203 and that error did not occur
after the erasing. For this reason, The MPU 105 judges that
the error occurred before physical erasing is an accidental
error. After this judgment, the MPU 105 deletes the registra-
tion of the ECC record #i (S1404), and completes the updat-
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ing of the ECC error table 111. As shown in FIG. 12(a), the
registration can be deleted by setting a value of the error block
1201 in an invalid value.

When the error counter 1202 is a larger value than that of
the error block erase counter 1203 after comparing the error
counter 1202 in the ECC error record #i to the error block
erase counter 1203, the MPU 105 judges at S1403 that the last
update of the ECC error record #i is increment of the error
counter 1202 due to occurrence of error and that an error
occurred after the erasing. The MPU 105 refers to the error
counter 1202 (S1405), and judges whether the error counter is
within a predetermined number. When within the predeter-
mined number, a value of the error block erase counter 1203
in the ECC error table 111 is increased only by 1 since a bad
block registration is not required (S1406), and the update of
the ECC error table 111 finishes. When an error occurs with
exceeding the predetermined number at S1405, the bad block
is registered since the physical block is supposed to have a
fixed defect. The bad block registration is to register an
address of the physical block to a corresponding BB record i
(S1407). After the bad block registration, the registration of
the ECC error record #i for the physical block is deleted
(S1407).

A method for the bad block registration and a method for
preventing a bad block from being used based on registrations
to the entry table are the same as those of the first embodi-
ment.

In a case of a storage device using the flash memory with
high occurrence frequency of accidental bit errors such as a
multi-level flash memory, the accidental error may continu-
ously occur in same physical block or page striding over the
physical erasing. In this case, it is not appropriate to register
this physical block having no fixed defect as a bad block and
restrict use of the physical block. The present embodiment
realizes that the number of error occurrences before registra-
tion of a bad block can arbitrarily be set to 3 or more. A fixed
defect can adequately be detected by setting the predeter-
mined value of the error occurrence number before the bad
block registration to be large.

In addition, error page information for recording a physical
block page may be added to the ECC error record #i of the
present embodiment, and the error table may be registered in
units of physical pages. The registration and the update of the
ECC error table may be executed regardless of whether a
reading error is correctable or not.

Fourth Embodiment

FIG. 1 shows a configuration of a nonvolatile memory
device in the present embodiment. The memory card 101
includes the memory controller 102 and the flash memory
103 that is a nonvolatile memory. Respective components
included in the memory controller 102 are the same as those
described in the first embodiment.

FIG. 2 is a block diagram showing an internal configura-
tion of the flash memory 103, and inside of the flash memory
103 is composed of 1024 physical blocks of PB0 to PB1023.
FIG. 3 is a block diagram showing an internal configuration of
the physical block, and respective physical blocks include 64
physical pages of PP0 to PP63. These are the same as those
described in the first embodiment.

The ECC error table 111 shown in FIG. 5 includes a plu-
rality of the ECC error records #i, and is the same as that
described in the first embodiment.
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FIG. 15 is a flowchart of data reading in the nonvolatile
storage device of the present embodiment. Processing at
S1501 is the same as the processing at S701 in the first
embodiment.

Subsequently to S1501, the ECC circuit 109 judges
whether or not a reading error occurred in the read data
(S1502). When a reading error did not occur, the MPU 105
directs the host interface 104 to output data to an external host
apparatus (S1506). After that, as far as the reading continues
(S1507), the data reading processing continues by looping,
that is, returning to S1501 with increasing an address in units
of reading.

When the ECC circuit 109 judges whether a reading error
occurred or not (S1502) and the reading error occurred, reg-
istration of the ECC error record #i is executed to the ECC
error table 111 (S1503). When the registration to the ECC
error table 111 is completed, the ECC circuit 109 judges
whether the reading error is correctable or not (S1504) and
corrects the reading error when the error is correctable
(S1505). The read data is outputted after the error correction,
and it is judged whether the data reading continues or not
(S1507). When the correction of the reading error is impos-
sible (S1504), the reading is immediately finished.

In the present embodiment, when a reading error is
detected, the registration of the ECC error table 111 is
executed regardless of possibility of error correction. The
registration process for the ECC error table 111 is the same as
that of the first embodiment as shown in FIG. 8.

The updating of the ECC error table and the registration of
abad block in physical erasing which is executed before data
writing are the same as those of the first embodiment as
shown in FIG. 9.

The method for registering a bad block and the method for
preventing, based on the registration to the entry table, a bad
block from being used are the same as those of the first
embodiment.

In a case where the memory card is composed of the flash
memory 103 with low occurrence frequency of an accidental
bit error such as a single-level flash memory, the frequency
where two uncorrectable errors continuously occur striding
over physical erasing is very low, and most errors are correct-
able. Since there are many cases where an error even caused
by a fixed defect is correctable, a physical block having the
fixed defect cannot be detected if the registration for the ECC
error table is executed only when error correction is impos-
sible. On the other hand, the present embodiment is
adequately able to restrict use of a physical block in which a
fixed defect exists even in the flash memory with low occur-
rence frequency of an accidental bit error since registration of
the ECC error record #i is executed in the ECC error table
regardless of whether error is correctable or not when the bit
error is detected.

In addition, after adding error page information for record-
ing a physical block page to the ECC error record #i of the
present embodiment, the error table may be registered in units
of physical pages. Furthermore, the registration and the
updating of the ECC errortable may be executed regardless of
whether a reading error is correctable or not.

Fifth Embodiment

FIG. 16 shows an aspect where bit errors increase accord-
ing to the number of readings when data written in a physical
block is read repeatedly. In the drawing, a mesh design indi-
cates the number of occurring error bits and as the number of
reading increases, the number of meshes increases toward a
broken line of the number of bits correctable by the ECC.
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These errors occur because a bit written in a memory cell
changes due to voltage applied to the memory cell for the
purpose of data reading. In the present embodiment, these
errors are referred to as progressive errors.

Parts indicated by the E/W in FIG. 16 show data erasing
and writing and show that new data is written in the same
physical block after erasing data in the physical block.
Although the progressive error once disappears immediately
after the E/W, a correction ability of the ECC circuit loses a
spare ability since the number of bits of the progressive error
gradually increases when the number of data reading
increases. It is not preferable that an error of the bits number
exceeds the correction ability of the ECC circuit by the
repeated data reading under these situation. A correction
threshold value equal to or less than the number of correctable
bits of the ECC circuit is provided, and when errors of the bits
number of equal to or more than the correction threshold
value are detected in data read from certain physical block,
the detected errors are corrected and the corrected data is
written into another physical block. As a result of this, the
progressive error disappears once, safety of data is secured,
and the ECC circuit recovers the spare ability in correction
ability. In the present embodiment, the number of correctable
bits of the ECC circuit and the correction threshold are set to
be 4 bits. In the present embodiment, a method for dealing
with the above mentioned problem will be explained.

The present embodiment will be explained below. FIG. 17
is a block diagram showing a configuration of the nonvolatile
storage device of the present embodiment. A memory card
701 includes a memory controller 702 and a flash memory
703 which is a nonvolatile memory.

FIG. 18 is a block diagram showing an internal configura-
tion of the flash memory 703. The flash memory having a
capacity of 1 Gbits will be explained here. Inside of the flash
memory 703 is composed of 1024 physical blocks of PB0 to
PB1023. The physical block is a minimum unit for data eras-
ing in the flash memory 703. A capacity of a physical block is
represented as 128 kB+4 kB. This shows that a data capacity
of'a physical block is 128 kB and that management data such
as the ECC code and logical address of the corresponding
physical block is written in the area of 4 kB.

FIG. 19 is a block diagram showing a configuration of
inside of the physical block. Respective physical blocks in the
flash memory 703 include 64 physical pages of PP0 to PP63.
The physical page is a minimum unit of data writing in the
flash memory 703. A capacity of a physical page is 2 kB+64
B. This shows that a capacity for data to be written in a
physical page is 2 kB and that management data including
ECC is written in the remaining area of 64 B.

The memory controller 702 includes a host interface 704,
an address table 706, a flash interface 707, a buffer memory
708, an ECC circuit 709, and an MPU (a small processing
unit) 705. The host interface 704 controls an interface with a
host device externally connected to the memory card 701.

The address table 706 is a table retaining management
information for data stored in the flash memory 703 and
includes a logical-physical conversion table 710, an ECC
error table 711, and an entry table 712. These tables are
retained in a volatile memory.

The logical-physical conversion table 710 is a table show-
ing a correspondence relation between addresses of logical
blocks which are logical addresses specified from outside of
the memory card 701 and addresses of physical blocks which
are physical addresses inside the flash memory 703. The
logical-physical conversion table 710 is for obtaining a physi-
cal address corresponding to the logical block from the logi-
cal address.
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The ECC error table 711 retains information such as physi-
cal addresses of physical blocks causing a reading error, a
history of physical erasing of data, and a history of reading
errors which occurred after physical erasing, and is used for
detecting a physical block having a fixed defect.

The entry table 712 is a table for retaining information
indicated by 1 bit for each physical block in the flash memory
703, which shows whether data is already written or erased.
For example, the physical block to which data is already
written is indicated by a bit “0” and the already erased physi-
cal block is indicated by a bit “1”.

The flash interface 707 writes data in the buffer memory
708 into the flash memory 703 under control of the MPU 705
described below, writes data in the flash memory 703 into the
buffer memory 708, and erases data in the flash memory 703.
The buffer memory 708 is a volatile memory for temporarily
retaining data when data is written and read between the
external host device and the flash memory 703.

The ECC circuit 709 generates ECC codes attached to
writing data transferred from the buffer memory 708 to the
flash memory 703. In addition, the ECC circuit 709 is an error
correction circuit which executes the ECC calculation to data
read from the flash memory 703 into the buffer memory 708
to detect an error, and corrects the data in the buffer memory
708 when the error is a correctable error.

The MPU 705 is a microcomputer for controlling the
whole of the memory controller 702. When writing and read-
ing data with the host apparatus, the MPU controls the host
interface 704, the ECC circuit 709, the flash interface 707, and
the address table 706 directly. When an error exists in reading
data, the MPU 705 refers to information of the ECC error
table 711 in the address table 706 and updates the ECC error
table 711 as needed. Further, the MPU 705 also updates the
entry table in accordance with contents of the updated BB
table.

FIG. 20 is a view showing a configuration of the ECC error
table 711. The ECC error table 711 is composed of 16 ECC
error records #i of #0 to #F indicated by the hexadecimal
number.

FIG. 21 shows a configuration of the ECC error record # in
the present embodiment. The ECC error record #i in the
present embodiment includes the error block 601 for storing
addresses of physical blocks causing an error, the error page
1001 for storing addresses of physical pages causing the error,
and an error bit count 1601 for storing the number of bits of an
occurring error as well. This error bit count 1601 retains
information of the bit number of an occurring reading error
and the number shows degrees of a bit error occurred in the
ECC error record #i.

FIG. 22 is a flowchart of data reading in the nonvolatile
storage device in the present embodiment. The MPU 705
indicates addresses of a physical block and a physical page to
be read to the flash memory interface 707, and read data from
the flash memory 703 (S1701). Following S1701, the ECC
circuit 709 judges for the read data whether reading error has
occurred or not. (S1702). In a case where the reading error has
not occurred, the MPU 705 directs the host interface 704 to
output the data to the external host device (S1707). After that,
as far as the reading continues (S1708), processing of the data
reading continues by looping, that is, returning to S1701 with
increasing the address in reading units.

In a case where the reading error occurred in the judgment
in S1702, the registration to the ECC error table 711 is
executed (S1703). When the registration to the ECC error
table 711 is completed, the ECC circuit 709 judges whether
the reading error is correctable 4 bits or less (S1704). When
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the correction of the reading error is impossible (S1704), the
data reading is immediately aborted.

When the correction is possible, the reading error is cor-
rected (S1705). After the correction of the reading error, a
data correcting-copying process is executed (S1706), and the
read data is outputted (S1707). After that, it is judged whether
or not the reading continues (S1708).

In the present embodiment, when the reading error is
detected, the registration to the ECC error table is executed
regardless of whether the correction is possible or not. Using
aflowchart of FIG. 23, a process of the registration (S1703) to
the ECC error table will be explained here.

When a reading error is detected, the MPU 705 searches a
registration status of the ECC error table 711 (S1801). Con-
cretely, the MPU 705 checks whether the physical addresses
of'the physical block and the physical page causing a reading
error correspond to values of the error block 601 and the error
page 1001 in any one of the ECC error records #i of the ECC
error table 711.

When there is no corresponding ECC error record #i in the
searching at S1801, it is judged that no registration exists
(S1802). Subsequently, respective values of the error block
601, the error page 1002, and the error bit count 1603 are
registered to the empty ECC error record #i (S1803). If 5 or
more bits error which exceed the correction ability of the ECC
circuit 709 occur at this moment, the error bit count to be
registered to the ECC error record #i cannot be determined. In
this case, a value for informing impossibility of the correction
is registered. For example, when the maximum correction
ability of the ECC circuit 709 is 4 bits, a value of 5 which
exceeds the maximum correction ability can be registered.

When a registration of the ECC error record #i is detected
in S1802, the MPU 705 judges whether or not a bit count of
the present error is larger than the error bit count of the ECC
error record #i (S1804). After comparing the error bit count
1601 of the registered ECC error record #i to the error bit
count in the reading, if the bit count does not increase, the
process is completed without updating the ECC error record.
If the bit count increases, the registration of the ECC error
table is completed after rewriting the error bit count 1601 to
be the increased value (S1805).

Using a flowchart of FIG. 24, the data correcting-copying
process (S1706) will be explained here. After the correction
of'the correctable error (S1705), the MPU 705 judges whether
or not data in the physical page which is read this time may be
repeatedly read in the future. This judgment is for executing
adequate processing to judge whether or not there is a high
possibility of occurrence of uncorrectable bit error when the
data is repeatedly read in the future.

The MPU 105 obtains a value of the error bit count 1601 is
obtained from the ECC error table #i at first (S1901). Next,
the MPU 105 judges whether the obtained error bit count is
the correction threshold value of 4 bit and above (51902).
When the error bit count is less than the correction threshold
value of 4 bit, the MPU 105 judges that the error will not
immediately grow to be uncorrectable reading error if the
error bit increases in the future, and then, completes the data
correcting-copying process.

Since the error bit count is equal to the correction threshold
when the error bit count is 4 bits, writing of the corrected data
(81903) is executed. Concretely, the MPU 705 writes the
corrected data in, for example, the buffer memory 708 into an
arbitrary physical block of the flash memory 703. The physi-
cal block to which the data is written this time is a physical
block other than the physical block from which the data is
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read. Finally, the MPU 105 deletes the registration of the ECC
error record #i belonging to the physical block causing an
error (S1904).

As described above, the MPU 105 judges that the data in
the physical page which caused the error bit count equal to or
more than the correction threshold value is likely to expand to
uncorrectable reading error in the future, corrects the data
while being correctable, and writes the corrected data into a
physical page in another physical block.

In the present embodiment, when the number of occurring
bit errors is 5 or 6 bits exceeding the correction ability of the
ECC circuit and the error correction is impossible, the data
correcting-copying process (S1706) is not executed. When
the error correction is possible, the number of bits in the error
within a range correctable by the ECC circuit 709 is 4 bits or
more than the correction threshold value, data after error
correction is written into another physical block of the flash
memory 103.

The error bit count 1601 is provided to the ECC error
record #i of the ECC error table 711 here, however, the error
bit count may be replaced by information showing degrees of
errors. It can be easily found that the effectiveness of the
present invention can be realized by using a flag as the error
occurrence information showing whether the error bitis equal
to or more than the correction threshold value or not without
using the specific bit number. Furthermore, the registration of
the ECC error table may be executed only when an error
correctable and the error bit thereof is equal to or more than
the correction threshold value occurs.

In the present embodiment, the error bit count 1601 is used
on the premise of using the ECC circuit for a bit correction.
However, when it is assumed to use an error correction circuit
such as the Reed-Solomon code which can execute a symbol
correction instead of the bit correction, it is required to apply
information of the number of symbols in which an error
occurred for an error symbol count instead of the error bit
count.

Sixth Embodiment

FIG. 17 shows a configuration of a nonvolatile memory
device in the present embodiment. The memory card 701
includes the memory controller 702 and the flash memory
703 which is a nonvolatile memory. Respective components
included in the memory controller 702 are the same as those
explained in the fifth embodiment.

FIG. 18 is a block diagram showing an internal configura-
tion of the flash memory 103 and inside of the flash memory
703 is composed of 1024 physical blocks of PB0 to PB1203.
FIG. 19 is a block diagram showing an internal configuration
of'the physical block and the respective physical blocks in the
flash memory 703 include 64 physical pages of PP0 to PP63.
These are the same as those explained in the fifth embodi-
ment. As shown in FIG. 20, the ECC error table 711 includes
a plurality of ECC error records #i. In addition, a configura-
tion of the ECC error record #i in the present embodiment is
shown in FIG. 21. In addition to the error block 601 for storing
addresses of physical blocks causing an error and the error
page 1001 for storing addresses of physical pages causing the
error, the ECC error record #i includes the error bit count
1601 for storing the number of bits of occurring errors. These
are the same as those in the fifth embodiment.

FIG. 25 is a flowchart of data reading in the nonvolatile
storage device of the present embodiment. At first, addresses
of'a physical block and a physical page which are to be read
are indicated to the flash memory interface 707, and data is
read from the flash memory 703 (S2001). Following S2001,
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the ECC circuit 709 judges whether reading error occurred or
not for the read data (S2002). In a case where a reading error
has not occurred, the MPU 705 directs the host interface 704
to output the data to the external host device (S2006). After
that, as far as the reading continues (S2007), processing of the
data reading continues by looping, that is, returning to S1701
with increasing the address in reading units.

When the ECC circuit 709 judges that a reading error exists
(82002), the ECC circuit 709 judges whether the error is
correctable or not (S2003). When the error is judged as uncor-
rectable error, the process is immediately finished.

When the error is judged as a correctable error, the regis-
tration to the ECC error table is executed (S2004). The ECC
error table described here is registered in a similar process
explained in FIG. 23 of the fifth embodiment. The MPU 705
corrects the error is in the buffer memory 708 after the regis-
tration of the ECC error table (S2005), and the MPU 705
directs the host interface 704 to output data to the external
host device (S2006). After that, as far as the reading continues
(S2007), the MPU 705 continues the reading processing by
looping, that is, returning to S2001 with increasing the
address in units of reading.

In the present embodiment, the data correcting-copying
process executed in the fifth embodiment is not included in
the flowchart of data reading. That is aimed at preventing data
from being written into the flash memory 703 during a data
reading process in the present embodiment. Since writing
time of a flash memory is generally longer than reading time,
a processing performance will be lowered if such time-con-
suming writing process is executed in data reading. As a
result, data writing to the flash memory 703 is not executed in
data reading.

Accordingly, in the present embodiment, the data correct-
ing-copying process is executed in spare time when other
processing is not executed. The spare time is a period where
processing of data writing and reading from the outside of the
memory card 701 is not executed or a period up to execution
of data writing or reading after the electric power is supplied
for the memory card 701.

Using a flowchart of FIG. 26, the data correcting-copying
process executed in the spare time will be explained. The
MPU 705 searches an error record in the ECC error table 711
in the spare time and selects the ECC error record #i in which
the error bit count 1601 is 4 bits more than the correction
threshold value (S2101). When a corresponding error record
does not exist this time (S2102), the data correcting-copying
process finishes.

When the corresponding error record #i exists, addresses of
a physical block and a physical page are obtained from the
error block 601 and the error page 1001 in the error record #i
(S2103). And, data belonging to the obtained address is read
out into the buffer memory 708 (S2104). Subsequently, the
ECC circuit 109 corrects the error (S2105), and the corrected
data is written into an arbitral physical block of the flash
memory 703 (S2106). The physical block to which the data is
written this time is a physical block other than the physical
block registered in the error record #i. The registration of the
corresponding error record #i is finally deleted and the pro-
cess is completed (S2107).

As described above, since it is determined that data of a
physical page in which the error bit count equal to or more
than the correction threshold value occurred may be
expanded to an uncorrectable reading error in the future after
correcting an error, the corrected data is written into a physi-
cal page of another physical block by using the spare time as
mentioned above. If once written data is repeatedly read,
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defect bits increase. An uncorrectable reading error, however,
can be avoided by correcting the data and rewriting it into
another physical block.

Also in the present embodiment, when an occurring bit
error is uncorrectable, the data correcting-copying process is
not executed and the registration to the ECC error table is not
executed. Only when the error bits number of'the error occur-
ring in reading data of a physical page exceeds the correction
threshold value and within a range correctable by the ECC
circuit 709, corrected data is written into another physical
block of the flash memory 703 and used for reading in order
to avoid data reading from the physical page in the future.

Although the error bit count 1601 is provided to the ECC
error record #i of the ECC error table 711 here, the error bit
count may be replaced by information showing degrees of
errors not to be restricted to this. It can be easily found that the
effectiveness of the present invention can be realized by using
a flag as the error occurrence information showing whether
the error bit exceeds the correction threshold value or not
without using the specific bit number. Furthermore, the reg-
istration of the ECC error table may be executed only when an
error correctable and the error bit thereof is equal to or more
than the correction threshold value and occurs.

In the present embodiment, the error bit count 1601 is used
on the premise of using the ECC circuit for a bit correction.
When it is assumed to use an error correction circuit such as
the Reed-Solomon code which can execute a symbol correc-
tion instead of the bit correction, however, it is required to
apply information of the number of symbols in which an error
occurred for an error symbol count instead of the error bit
count.

INDUSTRIAL APPLICABILITY

Since being able to reduce reading errors by detecting fixed
defects in a nonvolatile memory and restricting subsequent
use of the block, the nonvolatile storage device according to
the present invention can be used for a memory card system
using a nonvolatile memory which requires error correction
by the ECC such as a storage memory for storing still images
of a digital camera.

The invention claimed is:

1. A nonvolatile storage device, comprising:

a nonvolatile memory including physical blocks, each of

the physical blocks including physical pages, and

a memory controller including:

a calculation processor that controls the memory con-
troller;
an error corrector that detects a current error of current
data read from one of the physical blocks of the non-
volatile memory; and
an address table that manages data stored in the nonvola-
tile memory, the address table including a bad block
table for recording information that indicates when
the one of the physical blocks is a bad block, wherein
the calculation processor determines, when the current
error is detected by the error corrector in the one of the
physical blocks, whether the current error recurred in the
one of the physical blocks continuously with a previous
error of previous data read from the one of the physical
blocks after erasing the previous data stored in the one of
the physical blocks, and updates the bad block table
when the current error recurred continuously with the
previous error after erasing the previous data.

2. The nonvolatile storage device according to claim 1,
wherein the error corrector is configured to correct the current
error when the current error is correctable, and
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the calculation processor determines whether the current
error recurred in the one of the physical blocks continu-
ously with the previous error after erasing the previous
data stored in the one of the physical blocks only when
error correction of the current error by the error corrector
is impossible.

3. The nonvolatile storage device according to claim 1,
wherein the error corrector is configured to detect a plurality
of'errors in each of the physical blocks, and the address table
in the memory controller includes:

an error table having a plurality of error records that indi-

cate the plurality of errors detected in each of the physi-
cal blocks by the error corrector, wherein

each of the error records of the error table include:

error block information that indicates an address of a
corresponding one of the physical blocks in which
one of the plurality of errors is detected by the error
corrector;

error occurrence information that indicates the one of
the plurality of errors is detected in the corresponding
one of the physical blocks;

error block erase information that indicates first data in
the corresponding one of the physical blocks is erased
and second data is written after the one of the plurality
of errors is detected in the corresponding one of the
physical blocks; and

error recurrence information that indicates a second of
the plurality of errors is detected in the corresponding
one of the physical blocks continuously with the one
of'the plurality of errors detected in the corresponding
one of the physical blocks after the first data in the
corresponding one of the physical blocks is erased
and the second data is written, wherein

the calculation processor refers to the error record, and

determines whether the current error recurred in the one
of the physical blocks continuously with the previous
error of the previous data read from the one of the physi-
cal blocks after erasing the previous data stored in the
one of the physical blocks based on the error block
information and the error recurrence information of the
one of the physical blocks.

4. The nonvolatile storage device according to claim 3,
wherein the error occurrence information indicates a number
of times the one of the plurality of errors is detected in the
corresponding one of the physical blocks,

the error block erase information indicates a number of

physical erases of the first data in the corresponding one

of the physical blocks, and

the calculation processor refers to the error record for the

one of the physical blocks, compares the number of

times the one of the plurality of errors is detected and the
number of physical erases, and further determines that
the current error recurred in the one of the physical

blocks when the number of physical erases is at least a

predetermined number and the number of times the one
of the plurality of errors is detected is greater than the
number of physical erases.

5. The nonvolatile storage device according to claim 3,
wherein each of the error records of the error table further
include:

error page information that indicates an address of one of

the physical pages in which the plurality of errors is

detected by the error corrector.

6. The nonvolatile storage device according to claim 3,
wherein the calculation processor updates the error records of
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the error table regardless of whether the plurality of errors are
correctable by the error corrector when the error corrector
detects the plurality of errors.

7. The nonvolatile storage device according to claim 1,
wherein the calculation processor determines, when the error
is detected by the error corrector, that the error recurred in the
physical block continuously with the previous error of previ-
ous data read from the one of the physical blocks after erasing
the previous data stored in the one of the physical blocks and
writing the current data in the one of the physical blocks.

8. The nonvolatile storage device according to claim 1,
wherein the information recorded in the bad block table indi-
cates whether the one of the physical blocks is a bad block.

9. The nonvolatile storage device according to claim 8,
wherein the bad block table includes the information for each
of the physical blocks of the nonvolatile memory.

10. A memory controller for controlling reading and writ-
ing of data in a nonvolatile memory including physical
blocks, each of the physical blocks including physical pages,
the memory controller comprising:

a calculation processor that controls the memory control-

ler;

an error corrector that detects a current error of current data

read from one of the physical blocks of the nonvolatile
memory; and

an address table that manages data stored in the nonvolatile

memory, the address table including a bad block table
for recording information that indicates when the one of
the physical blocks is a bad block, wherein

the calculation processor determines, when the current

error is detected by the error corrector in the one of the
physical blocks, whether the current error recurred in the
one of the physical blocks continuously with a previous
error of previous data read from the one of the physical
blocks after erasing the previous data stored in the one of
the physical blocks, and updates the bad block table
when the current error recurred continuously with the
previous error after erasing the previous data.

11. The memory controller according to claim 10, wherein
the error corrector is configured to correct the current error
when the current error is correctable, and

the calculation processor determines whether the current

error recurred in the one of the physical blocks continu-
ously with the previous error after erasing the previous
data stored in the one of the physical blocks only when
error correction of the current error by the error corrector
is impossible.

12. The memory controller according to claim 10, wherein
the error corrector is configured to detect a plurality of errors
in each of the physical blocks, and the address table in the
memory controller includes:

an error table having a plurality of error records that indi-

cate the plurality of errors detected in each of the physi-
cal blocks by the error corrector, wherein

each of the error records of the error table include:

error block information that indicates an address of a
corresponding one of the physical blocks in which
one of the plurality of errors is detected by the error
corrector;

error occurrence information that indicates the one of
the plurality of errors is detected in the corresponding
one of the physical blocks;

error block erase information that indicates first data in
the corresponding one of the physical blocks is erased
and second data is written after the one of the plurality
of errors is detected in the corresponding one of the
physical blocks; and



US 9,092,361 B2

27

error recurrence information that indicates a second of
the plurality of errors is detected in the corresponding
one of the physical blocks continuously with the one
of'the plurality of errors detected in the corresponding
one of the physical blocks after the first data in the
corresponding one of the physical blocks is erased
and the second data is written, wherein

the calculation processor refers to the error record, and

determines whether the current error recurred in the one
of the physical blocks continuously with the previous
error of the previous data read from the one of the physi-
cal blocks after erasing the previous data stored in the
one of the physical blocks based on the error block
information and the error recurrence information of the
one of the physical blocks.

13. The memory controller according to claim 12, wherein
the error occurrence information indicates a number of times
the one of the plurality of errors is detected in the correspond-
ing one of the physical blocks,

the error block erase information indicates a number of

physical erases of the first data in the corresponding one
of the physical blocks, and

the calculation processor refers to the error record for the

one of the physical blocks, compares the number of
times the one of the plurality of errors is detected and the
number of physical erases, and further determines that
the current error recurred in the one of the physical
blocks when the number of physical erases is at least a
predetermined number and the number of times the one
of the plurality of errors is detected is greater than the
number of physical erases.

14. The memory controller according to claim 12, wherein
each of the error records of the error table further include:

error page information that indicates an address of one of

the physical pages in which the plurality of errors is
detected by the error corrector.

15. The memory controller according to claim 12, wherein
the calculation processor updates the error records of the error
table regardless of whether the plurality of errors are correct-
able by the error corrector when the error corrector detects the
plurality of errors.

16. The memory controller according to claim 10, wherein
the calculation processor determines, when the error is
detected by the error corrector, that the error recurred in the
physical block continuously with the previous error of previ-
ous data read from the one of the physical blocks after erasing
the previous data stored in the one of the physical blocks and
writing the current data in the one of the physical blocks.

17. The memory controller according to claim 10, wherein
the information recorded in the bad block table indicates
whether the one of the physical blocks is a bad block.

18. The memory controller according to claim 17, wherein
the bad block table includes the information for each of the
physical blocks of the nonvolatile memory.

19. A data processing method of a memory controller for
controlling reading and writing of data in a nonvolatile
memory including physical blocks, each of the physical
blocks including physical pages, the data processing method
comprising:

detecting a current error of current data read from one of

the physical blocks of the nonvolatile memory;
determining, in response to detecting the current error of

the current data, whether the current error recurred in the

one of the physical blocks continuously with a previous
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error of previous data read from the one of the physical
blocks after erasing the previous data stored in the one of
the physical blocks; and

updating a bad block table that includes recording infor-

mation that indicates when the one of the physical
blocks is a bad block in response to determining the
current error recurred continuously with the previous
error after erasing the previous data.

20. The data processing method according to claim 19,
further comprising:

determining whether the current error is uncorrectable; and

determining, in response to detecting the current error of

the current data, whether the current error recurred in the
one of the physical blocks continuously with the previ-
ous error after erasing the previous data stored in the one
of the physical blocks only in response to determining
that the current error is uncorrectable.

21. The data processing method according to claim 19,
wherein the method further comprises:

detecting the previous error of the previous data read from

the one of the physical blocks of the nonvolatile
memory;

recording error block information in an error record of an

error table that indicates an address of the one of the
physical blocks in response to detecting the previous
error;

recording error occurrence information in the error record

of the error table that indicates the previous error is
detected in the one of the physical blocks in response to
detecting the previous error;

erasing the previous data in the one of the physical blocks

in response to detecting the previous error;

writing the current data in the one of the physical blocks;

recording error block erase information in the error record

of the error table that indicates the previous data in the
one of the physical blocks is erased and the current data
is written after detecting the previous error, erasing the
previous data, and writing the current data;

recording error recurrence information in the error record

of the error table that indicates the current error is
detected in the one of the physical blocks in response to
detecting the current error after detecting the previous
error, erasing the previous data, and writing the current
data; and

determining whether the current error recurred continu-

ously with the previous error after erasing the previous
data based on the error recurrence information after
detecting the previous error, erasing the previous data,
writing the current data, and detecting the current error.

22. The data processing method according to claim 19,
further comprising:

determining whether the current error recurred continu-

ously with the previous error of previous data read from
the one of the physical blocks after erasing the previous
data in the one of the physical blocks and writing the
current data in the one of the physical blocks.

23. The data processing method according to claim 19,
wherein the information recorded in the bad block table indi-
cates whether the one of the physical blocks is a bad block.

24. The data processing method according to claim 23,
wherein the bad block table includes the information for each
of the physical blocks of the nonvolatile memory.
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